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Keeping a Secret in Video

In A&S International #70, we discussed the importance of encryption in DVRs based on a
western viewpoint. ACTi, a Taiwan-based company, has some experiences in this field.
Frank Yang, a senior sales manager who is an enthusiast in PC-based and embedded
DVRs design, has some viewpoints about the usage of "video encryption" in the security
market and has taken this opportunity to share them with our readers.

ince digital video evidence has become an "issue" for
end-users adopting DVRs, more and more DVR
manufacturers have started to develop a more
confidential video format for them.

How to Encrypt?

Before talking about what different ways there are into
encryption, we need to identify what data needs to be encrypted.
Different purposes need different methods. The surveillance
system can be divided into several parts: image/data capture and
process, transmission and storage (including local storage or
remote storage).

Basically, there are two kinds of encryption. One is during
"process" and the other one is during "storage". In processing,
the encryption is aimed at protecting input data and to record
every step. In storage, this is secure stored data protection for
authorized users. (See chart on right)

In different phases, there are different encryption methods.
During "process", makers normally adopt OSD or watermark
technologies for image encryption. However, the theory of OSD
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encryption says it would destroy video frame and can't work
encryption and video recording simultaneously. So, more and
more makers develop watermark technology to add a symbol
while recording.

During "storage", DES, IPSEC and proprietary compression
are the three major methods for manufacturers to adopt for
storage protection. However, transmission will be a problem if
encrypting through networking storage.

"We believe a truly encrypted DVR needs to include
Encryption A and Encryption B," said Yang.

What Do You Have?

Normally, security manufacturers who want to design a DVR
with an encryption function needs to consider some issues:
which OS-based to run, software development and integration
abilities.

PC-based DVRs are easier to develop or add encryption
features for its extension benefits. As for standalone DVRs, if
vendors bundled encryption as hardware design, the ASICs in
current market can't offer such feature, so it relies on the CPU's
running speed. If the CPU is not good enough, the system might
crash. As a result, the performance is not good enough for
security surveillance. PC-based DVRs are still the mainstream
for encryption features added.

In addition, software system design is the key. Those who can
supply capture card and software development abilities have
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